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SUMMARY

The data migration process requires a methodological approach to address any errors generated by our
validation tests once the data is transferred. The data migration process must be accompanied by a
“Troubleshooting” process. The latter should provide appropriate, accurate and relevant solutions to help
make the data migration a success.

Two types of errors are possible: a generic type error and a specific type error. Because of the content of
errors generated by the CRM platform, it is natural to categorize them according to its two types.

To provide a better understanding of the content of these errors (generic and specific), tools are available
(platform log, CRM trace log, server log, SQL query tracking, decompilation of .NET Framework CRM
services). Thus, using these tools will generate a process (containing inclusive steps), creating inclusive
levels of Troubleshooting. Once the errors are entered in a transparent manner, the solutions can be applied
and thus put an end to the error generated by the platform.

Finally, the white paper shows how much CRM service contract extensions (“EntityServicelnternal<T>")
could play a key role in a problem-solving process.

KEYWORDS

Dynamics 365, Data Migration, Dynamics CRM, Troubleshooting, CRM Trace, CRM Exceptions, Event
Viewer, Decompiler, Dynamics Link Library (DLL), MS SQL Profiler, Stored Procedures,
OrganizationServiceFault, Database, FaultException, C#, CRM SDK365, Microsoft.Crm.ObjectModel,
Asynchronous CRM services, Synchronous CRM services.

CONFIDENTIALITY

The white paper does not provide any confidential client data related to data migration. All the code in this
white paper is only related to the CRM SDK365 code.
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INTRODUCTION: How to resolve a post-data migration error in Dynamics 3657

Troubleshooting is a systematic approach to problem solving that could used to find and resolve problems
related to asynchronous and synchronous CRM services. The first step is to collect information related to
the problem, such as undesirable behavior, a lack of expected functionality, or a crash in functionality related
to the triggering of services (synchronous and asynchronous) that rely on CRM service contracts (Create
Request, Update Request, SetState Request, etc.), etc.

Context: data migration phases

The migration from the CRM 2011 database to the D365 database takes place in an "unrestricted"
environment from which we had access to all services and components of the Dynamics 365 platform. Our
migration process has been executed in 4 steps:

=  Step 0: Creating of technical requirements
= Step 1: Data Preparation Process
o Data related to the CRM security model (Team, Business Unit, System User and Queue)
o Data related to CRM Entity Configuration Model (Solution, Solution Component, Localized
Label)
= Step 2: Data Transfer Process
o Transfer by Groups and Zones
= Step 3: Data finalization process
o Finalize related to symmetrical indexes and keys
o Finalization related to deploying CRM components using SDK

PROBLEM: Description of CRM Errors Post-Migration

Visualizing CRM Error or CRM Exception

When did a CRM error or exception occur during migration process?

STEP PROCESS DETAILS CRM EXCEPTION
0 Creating technical requirements N/A No exception
1 Data Preparation Process CRM Security Model FaultException CRM
CRM Configuration Model No exception
2 Data Transfer Process Groups/Zones/Entities FaultException CRM
3 o Indexes/Symetric Keys No Exception
Data Finalization Process

CRM Components Deployment FaultException CRM

Questions asked to troubleshoot CRM errors

* How? How do | understand CRM error or exception?
= How? How do | understand CRM error or exception and find the right solution?
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What type of CRM error or exception occurs when migrating data?

Types of CRM errors or exceptions

TYPE ERROR/EXCEPTION DLL TARGETED ERROR EXTENSION
CRM FaultException/OrganizationServiceFault = Microsoft.Xrm.Sdk No extension
CRM FaultException/OrganizationServiceFault =~ Microsoft.Xrm.Sdk System.Web.I-:Jttti[::)gnhandledExce

Contents of CRM errors or exceptions

TYPE ERROR/EXCEPTION DLL CONTENT
An unexpected error occurred
Can't add members to the default business unit team
RoleService: VerifyCallerPrivileges failed. User:

FaultException/OrganizationServi = Microsoft.X ac8726fc-16e8-e311-0247-000056b80603,
ceFault rm.Sdk PrivilegeName: prv..., Privilegeld: 2caa63a2-07d6-

42dd-9262-300c6b61ee00, Depth: Global,

BusinessUnitld: 2caa63a2-07d6-42dd-9262-

CRM

300c6b61ee00
Depth of CRM errors or exceptions

ERROR/EX

TYPE CEPTION DEPTH CONTENT ENTITIES MODEL
FaultExcenti 1 An unexpected error occurred ALL ENTITIES
on;JOr aniga ° Can't add members to the default business SECURITY

CRM  OnV-rgan unit team MODEL
tionService SECURITY

Fault 2 RoleService: VerifyCallerPrivileges failed. MODEL

Some examples
Error regarding entities « Business Unit » and « Team »

Unhandled Exception: System.ServiceModel.FaultException[[Microsoft.Xrm.Sdk.OrganizationServiceFault, Microsoft.Xrm.Sdk,
Version=8.0.0.0, Culture=neutral, PublicKeyToken=31bf3856ad364e35]]:
Can't add members to the default business unit team. Detail:
<OrganizationServiceFault xmIns:i="http://www.w3.0rg/2001/XMLSchema-instance"
xmins="http://schemas.microsoft.com/xrm/2011/Contracts">
<Activityld>8efcd1b6-5bf4-49f0-87 cf-e42452c9fdc2</Activityld>
<ErrorCode>-2147187957</ErrorCode>
<ErrorDetails xmins: d2p1="http://schemas.datacontract.org/2004/07/System.Collections.Generic" />
<Message>Can't add members to the default business unit team</Message>
<Timestamp>2018-09-24T18:31:28.3317847Z</Timestamp>
<ExceptionRetriable>false</ExceptionRetriable>
<ExceptionSource i:nil="true" />
<InnerFault i:nil="true" />
<OriginalException i:nil="true" />
<TraceText i:nil="true" />
</OrganizationServiceFault>[1]

Error regarding entities « Role » et « Privilege »

Unhandled Exception: System.ServiceModel.FaultException[[Microsoft.Xrm.Sdk.OrganizationServiceFault, Microsoft.Xrm.Sdk,
Version=8.0.0.0, Culture=neutral, PublicKeyToken=31bf3856ad364e35]]: System.Web.HttpUnhandledException: Microsoft
Dynamics CRM has experienced an error. Reference number for administrators or support: #9DA12221Detail:
<OrganizationServiceFault xmIns:i="http://www.w3.0rg/2001/XMLSchema-instance"
xmins="http://schemas.microsoft.com/xrm/2011/Contracts">

<Activityld>bd4af73c-a11c-474d-8cff-a076416208aa</Activityld>
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http://www.w3.org/2001/XMLSchema-instance
http://schemas.microsoft.com/xrm/2011/Contracts

<ErrorCode>-2147220970</ErrorCode>
<ErrorDetails xmiIns:d2p1="http://schemas.datacontract.org/2004/07/System.Collections.Generic" />
<Message>System.Web.HttpUnhandledException: Microsoft Dynamics CRM has experienced an error. Reference number for
administrators or support: #9DA12221</Message>
<Timestamp>2019-05-11T23:50:33.5128137Z</Timestamp>
<ExceptionRetriable>false</ExceptionRetriable>
<ExceptionSource i:nil="true" />
<InnerFault>
<Activityld>bd4af73c-a11c-474d-8cff-a076416208aa</Activityld>
<ErrorCode>-2147220960</ErrorCode>
<ErrorDetails xmiIns:d3p1="http://schemas.datacontract.org/2004/07/System.Collections.Generic" />
<Message>RoleService::VerifyCallerPrivileges failed. User: ac8026fc-16e8-e311-9247-005056b80603, PrivilegeName:
prv..., Privilegeld: 2caa63a2-00d6-42dd-9262-058c6b61ee01, Depth: Global, BusinessUnitld: db002ef6-16e8-e311-9247-
005056b80603</Message>
<Timestamp>2019-05-11T723:50:33.5138137Z</Timestamp>

</InnerFault>

<OriginalException i:nil="true" />

<TraceText i:nil="true" />
</OrganizationServiceFault>[2]

Error as generic error

Unhandled Exception: System.ServiceModel.FaultException[[Microsoft.Xrm.Sdk.OrganizationServiceFault, Microsoft.Xrm.Sdk,
Version=8.0.0.0, Culture=neutral, PublicKey Token=31bf3856ad364e35]]: An unexpected error occurred. Detail:
<OrganizationServiceFault xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance"
xmins="http://schemas.microsoft.com/xrm/2011/Contracts">

<Activityld>425234c8-811f-4484-a2ff-2f7a3bf98487</Activityld>

<ErrorCode>-2147220970</ErrorCode>

<ErrorDetails xmins:d2p1="http://schemas.datacontract.org/2004/07/System.Collections.Generic" />

<Message>An unexpected error occurred</Message>

<Timestamp>2018-09-24T18:15:17.2530019Z</Timestamp>

<TraceTe“>;t i-nil="true" />
</OrganizationServiceFault>[3]
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Means or tools to address CRM errors or exceptions: Logs contents
Log generated by CRM platform

When the platform executes the user's request for an action through the interface using the service of the
CRM (OrganizationService), that action gets an error or a CRM exception that appears in a "Pop-up"
window. From this window, the user can download the error in question (see points on "Concrete
examples").

Unexpected Error

An error has occurred,

Try this action again. If the problem continues, check the Micrasoft Dynamics 365
Community for solutions or contact your organization’s Microsoft Dynamics 365
Administrator. Finally, you can contact Microsoft Support. If you contact support,
please provide the technical details.

Activity ID: 48355f12-3%22-4fa8-9d56-3c0Ea5344dcs
Timestamp: Sun Jul 30 2017 21:57:12 GMT+1000 (AUS Eastern Standard Time)

Download Log File CK
Log generated by the server through "Tracing CRM" feature

In general, the "Tracing CRM"[4] function is not enabled. However, during a data migration, its activation
becomes essential to understand and understand a CRM error or exception generated through the CRM
interface. Once the error has occurred, it will have to be repeated once the "Tracing CRM" has been
activated. In doing so, the log will be placed in the directory defined in the server registry keys.

v A » This PC » Local Disk {C:) » Program Files » Microsoft Dynamics CRM 5 Trace

Mare Date mod\\;‘ied Type Size

E] -CrmAsyncSerdce(Maintenance# 5 8#58CE0A20)-bin-20100026-1.l0g 2010-00-2712:48 .. Text Docurnent 28 KB
=] -CrmisyncSerdce(Maintenance# 51 8#58CE0A20)-bin-20100027-1.l0g 2010-00-2712:48 .. Text Docurnent 4KB
=l - { TE2AHGCODF2B0)- CRMWeb-20190027-1.l0g 2019-00-2712:08...  TextDocument 0KB
=l -y TE2AHERAD0S8E) - Help-20100027-1.l0g 2019-00-2712:08...  TextDocument 0KB
E -MECRMManitoringSerdice-bin-20190927-1.log 2019-00-27 1208 .. TextDocument OKB
=l -uidp 1 03EHEOBETADC)-CRMWeb-20100027-1.log 2019-00-2712:00..  TextDocument 2 KB
E -CrmAsyncSerdice(Serve I TOREA0C 094) - hin-20190926-1.l0g 2018-09-27 1200, Text Document 8,566 KB
E -CrmAsyncSenvice(Serve D3 TOREI0C 094) - hin-20190927-1.log 2M8-09-27 1200, Text Document OKB
E -MECRMMaonitoringService-hin-20190926-1.log 2018-09-2611:53 .. Text Document 1,484 KB
=l -3 (1 036HESBETASC)-CRIMY eh-20190526-1.l0g 2018-09-2611:53 .. TextDocument 3,624 KB
E -CrmAsyncService(Maintenance# 538 58CE0AZY)-bin-20150925-1.l0g 2019-09-2612:49 .. Text Document 36 KB
E -CrmAsyncSenice(Serve D3 TEFEA0C 098) - hin-20190925-1.log 2018-09-2612:00..  TextDocurment 8534 KB
El -MECRMMonitoringSerdice-bin-20190925-1.log 2019-09-2511:53 .. Text Document 1,434 KB
El - (1 036FESBETASC)-CRMW eh-20190925-T.10g 2018-09-2511:53 .. TextDocument 756 KB
El

-nedep (103 ERA00240428) -Help-20190925-1.log 2018-09-23 R0 PM Text Docurment OkB
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Log generated in the server via "Event Viewer" feature

The function of Event Viewer in a server (installation of the platform in full server mode) could play a key
role in the "Troubleshooting" in general. Therefore, it was clear that all applications and behaviors of the
latter would be logged in the server and categorized by the system (error, warning, information).

In the D365 platform, all "warning" logs must be considered in connection with an exception or an error
generated during a query via the CRM interface. In fact, this type of error ("warning") in the server can hide
a CRM error.

] Eventviewer - [m] x
File Action View Help
e xm E
2] Bwent Viewer (Local) Actions
 Custom Views I — .
© Ta Windows Logs F  Filtered: Log: Application; Levels: Critical, Error, Warning; Source: . Mumber of events: 17,534 Pp
[=] Application Level Date and Time Source EventID Task Category | |5 OpenSaved Leg..
& Security ¥ Create Custorn View...
_]‘ g“:” MSCRMMonitaringRuntime Import Custom Views..
] System
] Forwarded Events MSCRMPlatform 17972 Mone Clear Logur
£ Applications and Services Lo MSCRMPlatform 17972 None F Filter Current Lag...
% Subscriptions A Waming  2019-08-27 3:02:36 PM M3CRMPlatform 17972 Mone :
- i\ Warning 010-00-77 3:07:22 P ¥k 17072 Mane 9 ClearFilter
Event 17972, MSCRMPlatform x| Properties
General  Details &8 Find..,
[l SaveFiltered Log File &s.
Query execution e of 2.8 seconds exceeded the threshold of T0:econds Thread: 40 Databases CRMA MSCRIE ServercCic-a-cm-dbcorp bdc e Quenys — A Attach 3 Task To this Log..
insert into [Ac ations], [0 Ui, [ tat ObjectTypeCode],
(Description], [IsEmailFollowed], [CreatedOn], ¢], [StateCode], [Owner\dTypE] [\XB\Hed] [Subject], [DeliveryReceiptequested, T SaveFilter to Custor View...
[EmailDirectionCode], [Cwnerld], [ModifiedOn], derTypel. [Regardi L [PioreyCode], [Compressed, lifeguluactiviy], View »
[ModifiedBy], [MadifiedOnBehalfBy], [ActivityTypeCade], Objectld], [Ser\der] i [DeliveryPriorityCode], [CreatedOnBehalfay],
[CreatedBy], [ReadRec , [ToRecipients], Obije ctidName], [Activityld]) values (0, aanaam 1066-2311-0247-0050566 80803, 0,1, 0,3, Ls [ Refresh
part de vente suivante devrait étre révisée dans I'apportunité concernée. <brsCompte: <bFROSTFIRE LIMITED </b’ <br> Opportunité: <b>OLF - FROSTFIRE
LIMITED - ON - English</b> <br >Part de vente: <b>1003% (12,000,000 </b > for <b>Josée BusDeuBhA</b>", 0, '09/27/201919:21:12, 0,0, 8, 0, 'Part de vente & H rep ’
ey o a0 0, o o e, A B0 @ Ml 1 0, T
1101260 ) OI1F-0815- 2245 260 dahummﬁ “A1EusD .0 ) . Event 17972, MSCRMPlatform -
e o e ot B = sesasss - [E] Event Properties
Lo Reiey et ] Attsch Task To This Event.
Source MSCRMPlatform Logged: 2019-09-27 3:21:36 PM
kg Copy 4
Event ID: 17972 Task Cateqory: Mone
Jed  Save Selected Events.
Level; Warning Keywords:  Classic
User: Mf Computer: S000APAIST6.corp.bde. dev (G Refresh
OpCode: H Hep >
Mare Information;  Event Lag Online Help
< >

"Tracking" tool of SQL queries generated through CRM platform

Because data migration is a database migration to a database in an "on-premises" context (on-site),
became undeniable that the SQL Server Profiler tool could play a crucial role in the "Troubleshooting" of
our CRM errors because we knew that queries executed via the platform (CRM web services contracts)
turned into SQL queries and used procedures stored or native views D365.

2 S0L Server Profiler - [C: acuments\TraceSQL Profiler\CreatelpdateAccount.rc]
B File Edit View Replay Tools Window Help

HOSEFaE =@ ®»EM Hw| @

| EventClass | Tewbata | Appli NTUseiName | LoginName | CPU | Reads | Wites | Duration | CientProssssiD | 5FID_| StanTime EndTime

Lock:Released MSCRMWIWp swC-Crm... BOCDEW. .. 21704 238 2019-09-05 .

Lock:Released MSCRMWIwp swe-crm...  BOCDEV. .. 21704 238 2013-03-05

Lock:Released MSCRMWIwp BOCDEW. . . 21704 238 2013-03-05

RPC:Completed fexec sp_executesql N'Select top 7 ... | MSCRMWIwp BOCDEW. . . o o o 4 21704 238 2019-09-05 2019-03-05 16:00:14. ..
Audit Logout MSCRMW3 WP BOCDEW. « v o 1163 o 34 21704 231 2019-03-05 2019-09-05 16:00:14. ..
RPC:Completed EexeC sp_reset_connection MSCRMW3 WP BOCDEW. « v o o0 o o0 21704 231 2019-03-05 2019-09-05 16:00:14. ..
Audit Login —-- metwork protocol: LPC Set Quote... MSCRMWIWD BOCDEY. .« 21704 231 2019-09-0%

Lock:acquired MSCRMWE WP BOCDEY. . . o 21704 231 z013-03-0% 2Z019-09-0F 16:00:14...
Lock:acquired MSCRMWIWp BOCDEW. . . o 21704 231 2019-09-05 2019-03-05 16:00:14. ..
Degree of Parallelism MSCRMWIwp BOCDEW. . . 21704 231 2013-03-05

EXec sp_executesql Nselect
top 7 "Entitlemento.Name as 'name

. Mentitlemento”.RemainingTerms as remainingrerms’
Ntitlementld as "entitlementid’
tatecode a3 |statecode

. "ENTItlementn”.ProcessId as “process
. comvertcbiging, ‘urncessmwnrmnwwnrkﬂnwm .versionNumber) as “processidworkTlowworkTlowid.versionnumer™
u

rom
ENCiTiemenc 25 “encitiemenco” WITH (NOLOCK) et outer join Workflow as “processidworkTlowserkflowid” WITH (NOLOGK) on (“enciclemento”.FrocessId = “processidwerkflomworklomd”.workflonId)
hes

[( Entr et emenzar -Statecode = @Statecodze and “entCIeMeNTo.CustomerId = eCusTOMErIdol) erder by
"Eneicemenca”
, “entitlemente’ I E——— JN'@statecoden int,ecustomerIdo unigqueidentifier’.@stateCode0=1,@CustomerIio="11960070-1700-E911-911E-0050569F 4973
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Tool to decompile synchronous and asynchronous CRM services (.NET libraries)

While there are recognized Dynamics CRM errors caused by asynchronous and synchronous service
behaviors during a data migration, there have been no errors in this migration directly related to
asynchronous CRM services. Errors appear at first glance as errors from the OrganizationService (CRM)
synchronous services.

The free decompiling tool referred to is provided by Jet Brains dotPeek (.NET Decompiler). This allows to
decompile the .NET libraries used by the D365 platform on both the client (synchronous services) and
server (asynchronous service) sides.

6 etB

File Vview MNavigate Inspect Tools Windows Help

GO sap

Assembly Explorer + B x Entityes X

;D | 3‘!! = ;*D ‘# il lﬂ );: ”r;' [n] using Microsoft.Xrm.Sdk.Client;

using System;
using System.Collections.Generic;
b BusinessEntityChangesCollection using System.Componenthodel;

using System.Globalization;
using System.ling;
b < ChangeType using System.Runtime.Serialization;
b #3 ClaimTypes

b &2 ClientExceptionHelper

b #z Callerd mperso nationScope

namespace Microsoft.Xrm.Sdk

B{
b i Component| mportResult [DataContract(Name = "Entity", Namespace = "http://schemas.microsoft.com/xrm/2011/Contracts")]
P =® ConcurrencyBehavior public class Entity : IExtensibleDataObject
b 3 DataCollection<T> B {
b *% DataCollection<TKey.TVal ue> privste string _logicaliame;
) private Guid _id;
P 2 DateTimeBehaviorConversionRule private AttributeCollection _attributes;
b %z DependencySummary private Microsoft.Xrm.Sdk.EntityState? _entityState;
b &% Descriptor private FormsttedValueCollection _formattedValues;
b % DiscoveryServiceFault private RelatedEntityCollection _relatedentities;
internal bool _isReadonly;
b % EmailEngagementAggre gate private string _rowVersion;
b ¥t Entity private KeyAttributeCollection _keyAttributes;
b % EntityAttributeColl ection private ExtensionDataObject _extensionDataObject;
24 EntityCellection
b ty public Entity()
b gt EntityDesariptor : this((string) null)
b “z EntityFilePointersRequest => this.HaslLazyFileAttribute = false;
b *3 EntityFilePointersResponse
b #3 EntitylmageCollection | zubhc Entity(string entityName)
P = EntityKeylndexStatus this._logicallName = entityName;
b *3 EntityRecordCountCollection this.HasLazyFileAttribute = false;
b %3 EntityReference }
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Figuring out and resolving CRM errors

3 inclusive levels of "Troubleshooting"

CRM error handling and resolution process could be characterized by 3 levels of "Troubleshooting":
extracting logs, tracking SQL Server queries, and finally, decompiling the D365 platform's native code
source. These 3 levels of analysis should not be separated from each other but should instead be included
in a comprehensive approach and considered complementary to each other.

DEPTH
TROUBLESHOOTING

DECOMPILATION D365
SOURCE CODE (EXTRACT WEB SERVICES CALLS)

LOG EXTRACTION
(SERVER, PLATFORM D3

N
> TOOLS

MIGRATION

« Troubleshooting » steps

Preliminary Step:
« Exécution du code de migration (SSIS package).
% Importer I'organisation CRM via le « Deployment Manager » (SDK Deployment)

« Exécuter les tests fonctionnels de type « CRUD » (Create, Read, Update et Delete) et de
type « Activation ».

7

Step 1: Retrieving the CRM log generated after the CRM error is displayed via the CRM interface.
Step 2: Extraction of CRM log generated in the server by D365 platform.

Extracting ERROR errors if needed

Extracting WARNING errors if needed

Step 3: Activate the CRM function "Trace" and restart the test.

Step 4: Extraction of CRM log from CRM Trace.

Step 5: Comparison and validation of the contents of the CRM "Trace" with previous extractions.
Step 6: Activate SQL Profiler and restart the test.

Step 7: Extracting SQL queries for the CRM database (CRM_MSCRM).

Step 8: Comparing and validating the contents of the "SQL Profiler" with previous extractions.
Step 9: Retrieving .NET (C#) code from the D365 Software Development Kit (SDK) via the Jet Brains
decompiling tool.

0,
o
0,
o
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= Step 10: Extracting CRM native stored procedures from the CRM Organization (CRM_MSCRM)
database.

As mentioned above, the steps are not exclusive, but complementary to one another. In addition, numbering
highlights the order in which they are executed, even if it is not always necessary to extract the CRM native
code from the database (step 10).

The further you go through the steps, the more you use "Troubleshooting" tools, and the more you advance
in the resolution in depth.

DEPTH TROUBLESHOOTING

.NET CODE SDK
(SERVER)

5QL CODE SDK

(DATABASE)
LOG PLATEFORME

(CLIENT)

LOG EVENT VIEWER
(SERVER)

TOOLS
MIGRATION

Why such a leveling of "Troubleshooting" tools? Because simply, one level of resolution could bring to
another level of resolution. So, here are the possible crossings:

We know that level 1 of "troubleshooting" is not enough to make sense of the error and even more so to
link to SQL queries executed or queries executed by .NET code (via SDK) during the transaction. That said,
level 1 will at least be our starting point for the "troubleshooting" process. 2 scenarios are possible:

Scenario 1 - from Level 1 to Level 3: We can go from level 1 to level 3 directly.

= An unexpected error has occurred: It may be better to move immediately to level 3 by searching
the services mentioned in the .NET library (Microsoft.Crm.ObjectModel) because the transaction
executed through the CRM interface is related to the entity involved in the transaction at first
sight. In addition, it would be better to "tracker" all SQL queries (views, stored procedures..." via
the "SQL Profiler" tool. However, the error does not always allow us to focus our search on the
CRM native stored procedures.

= Case of a specific error "Can't add members to the default business unit team": It is also
preferable to take the error message (descriptive content) and search the .NET library
(Microsoft.Crm.ObjectModel) and the native SQL queries of the CRM. We can access source
code: search by keywords does not give anything and therefore, the focus should be on methods
in services related to the following entities: Team ("TeamServicelnternal”, Business Unit
("BusinessUnitServicelnternal") and System User ("SystemUserServicelnternal").
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= Case of a specific error "RoleService::VerifyCallerPrivileges failed": It is also preferable to search
the SDK's .NET library (Microsoft.Crm.ObjectModel) by keywords. Also, since the contents of the
error refer to concepts such as "Role" and "Privilege", the latter can use the search for native SQL
queries in the MSCRM database.

Scenario 2 - from level 1 to level 2, then level 2 to level 3: Level 2 is an intermediate passage

= Case of a generic error "An unexpected error has occurred" and Case of a specific error "Can't

add members to the default business unit team" and "RoleService::VerifyCallerPrivileges failed": It

may be better to move to level 2 in other words:

= Activate the CRM trace: This allows to extract the information that relates to the .NET bookstore taken
into account in the transaction, but also, the log generated by the "Trace CRM" refers to the methods in
which the queries of the CRM service contracts are mentioned (e.g. UpdateRequest).

= And/or Activate the SQL profiler: this allows you to extract information that relates to SQL queries and
stored procedures considered in the transaction.

Regardless of the type of error, the CRM trace and the SQL profiler play a decisive role:

The CRM trace provides access to the method of execution from the so-called "StackTrace" and the type
of exception (e.g. CrmException); of course, the error code (e.g. -2147187957) can also be found there. As
for the SQL profiler, it gives access to the SQL request executed but possibly to the stored procedure
performed by the CRM service contracts (updaterequest, createrequest, etc.). In addition, the SQL profiler

goes further by providing access to the SQL views used in the transaction.

As a result, the further you go in the level, the more generic the error can become. It is from level 2 that the
generic error becomes a specific error.

4B

DEPTH
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Error resolutions and CRM exceptions

Here, the resolution process answers the question: how can the errors or CRM exceptions mentioned above
be resolved: "Can't add members to the default business unit team"; "RoleService::VerifyCallerPrivileges
failed" and finally, "An unexpected error has occurred"?

How to fix the generic error: an unexpected error has occurred?

= Step 1: The server log ("Event Viewer") looks at the request executed considering the exact
timing of execution: the warning and error types are considered. In the CRM, the "warning" type is
to be considered an error-type error.

= Step 2: The error code is extracted from the XML from the platform-generated log and searched
in the CRM server's decompiled bookstores.

= Step 3: The transaction is restarted and with the sqgl profiler, the request is captured (select
request, "update" type, "insert" type, "delete" type, stored procedure call, call of views). Thus,
extract the query if possible from the database of the organization CRM (MSCRM).

= Step 4: CRM Trace can give content but not always guaranteed. Based on the error code, we
could determine and confirm the type of error: here is the C# code below.

Public enum ErrorType

{

SystemFailure,
Timeout
CustomerError

}

The CRM's SDK contains an error list that the platform categorizes with an enum-type object (see next
list). The generic error can be found in the "ErrorCode" class in the .NET bookstore
"Microsoft.Crm.Constants™:

ErrorCodes.ErrorMessages.Add((object) -2147220970, (object) -"An unexpected error occurred.");
ErrorCodes.ErrorTypes.Add((object)-2147220970,(object) ErrorCodes.ErrorType.SystemFailure);

In the case of migration, the CRM error will be conducive to being system-type more often even if we migrate
data related to the CRM's basic security model.

= Step 5: We try to cross the request launched with the decompiled code and always considering
the object model that we test (entity and therefore, for example, "RoleServicelnternal" if our
transaction concerns the CRM security model). It is enough to reach the method executed by the
SDK of the CRM and thus analyze its content.

How to resolve generic error: an unexpected error has occurred? - Additional point

By default, all CRM transactions from the client (interface) use the .NET library "Microsoft.Crm.Core.WebS
ervices", more precisely, uses a base class of type "sealed" and therefore cannot be instantiated.
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File Wview MNavigate Inspect Tools Windows Help

GO naas
Assembly Explorer PR Bl OrganizationServiceFaultcs X
. T '/ De 1led with JoiBroine de
CHANSE S A QD /.'. ?‘cu-rp_]..‘d wit jE.B[‘ulﬂ: E‘:E?Tpljrl . _
// Type: Microsoft.Xrm.Sdk.OrganizationServiceFault

|Bce<uteTransactionFault ‘?| /! Assembl Microsoft.Xrm.Sdk, Version=8.0.0.@, Culture=neutral, PublicKeyToke
b -0 MicrosoftXrmSdk (8.0.00, msil, Net Framework vd52) // MVID: 7393ABSC-EB64-4E67-9E58-34B55EBDAFSC N )

= // Assembly location: C:\Users\ThierrySinassamy\Downloads\sdk\Bin\Microsoft.Xrm

0, msil, Net Framework v452)

64, .Net Framework w.8) using System;
misil, Net Framework v4.8) using System.Runtime.Serialization;

Net Framework v4.8)

namespace Microsoft.Xrm.Sdk
={

J1/ <summary

presents an organization service fault.</para:

/1! <seealso cref="TiMicrosoft.Xrm.Sdk.IOrg: onservice” />
[DataContract(Name = "OrganizationServiceFault™, Mamespace = "http://schemas.
[serializable]

public class OrganizationServiceFault : BaseServiceFault

private string _traceText;
private OrganizationServiceFault _innerFault;

=2 14/ <summary>
1 a>Gets the text of the fault trace.</para>
1] </summary>
/] <returns>
17 stem.st

para>Type: <see href="https://msdn.mi

i

In the log generated by the platform, the contents of the error refer to a method of type "ExecuteTransasct
ionFault", an object that inherits from a base class "OrganizationServiceFault". The latter is referenced in g
eneric type errors:

[DataContract(Name = "ExecuteTransactionFault", Namespace =
"http://schemas.microsoft.com/xrm/7.1/Contracts")]

[Serializable]

public sealed class ExecuteTransactionFault : OrganizationServiceFault

{

private int _faultedRequestindex;

[DataMember]
public int FaultedRequestindex

{
get

{

return this._faultedRequestindex;

}

set

{

this._faultedRequestindex = value;

}
}
}

As for the BaseServiceFault error - we know that it is a CRM service contract that is called (createrequest,

updaterequest...) and therefore a request is made to the server via the CRM SDK. This is why CRM tracin
g and SQL profiling must be enabled in order to accurately retrieve the execution method during the trans
action.

The method that generates the generic error is "ConvertToExecuteTransactionFault", which sets the para
meter to "BaseServiceFault" creating the error in XML format.

public static ExecuteTransactionFault ConvertToExecuteTransactionFault(BaseServiceFault serviceFault)

ExecuteTransactionFault transactionFault = new ExecuteTransactionFault();
transactionFault.ErrorCode = serviceFault.ErrorCode;
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transactionFault.ErrorDetails = serviceFault.ErrorDetails;

transactionFault.ExtensionData = serviceFault.ExtensionData;
transactionFault.InnerServiceFault = serviceFault.InnerServiceFault;

transactionFault.Message = serviceFault.Message;

transactionFault.Timestamp = serviceFault.Timestamp;

transactionFault.Activityld = serviceFault.Activityld;

OrganizationServiceFault organizationServiceFault = serviceFault as OrganizationServiceFault;
if (organizationServiceFault != null)

transactionFault.InnerFault = organizationServiceFault.InnerFault;
transactionFault.TraceText = organizationServiceFault.TraceText;

}

return transactionFault;

}

How to resolve the specific error: RoleService::VerifyCallerPrivileges failed?

The error is of type CrmException not defined in the "ErrorCode" class of the .NET library "Microsoft.Crm.
Constants", but defined in the .NET library "Microsoft.Crm.ObjectModel":

= Step 1: Extract the method associated with the error on transaction from the "CRM Trace": "Verify
CallerPrivileges". Retrieving should allow us to determine the service generates the error, in this ¢
ase
"RoleServicelnternal”.

» Step 2: Extract the SQL execution query into the SQL Profiler (views, stored procedures if applica
ble):

The stored procedure "p_RetrievePrivileges" is the stored procedure that searches for the privileg
es associated with the user that is logged in.

Filtered views "FilteredPrivilege" and "FilteredRole" are not insignificant.

= Step 3: Extract the "VerifyCallerPrivileges" method from the CRM SDK .NET library (Microsoft.C
rm.ObjectModel). This method validates the privileges of the transaction target user for each role
associated with the Business Unit associated with the transaction.

private void VerifyCallerPrivileges(Guid roleld, RolePrivilege[] privileges, ExecutionContext context)
{
Guid guid = this.RetrieveRoleBusinessUnitld(roleld, context);
foreach (RolePrivilege privilege in privileges)
privilege.BusinessUnitld = guid;
this.VerifyCallerPrivileges(privileges, context);

}

Specifically, the contents of the CRM error or exception will be launched in a specific method "ThrowPriv
ilegeNotFoundException" if the privileges of the calling user are not comparable with those of the "Busin
ess Unit" and the "Team™:

private static void ThrowPrivilegeNotFoundException(Guid userld, RolePrivilege rolePrivilege,
ExecutionContext context)

{

Microsoft.Crm.Metadata.Privilege privilege = MetadataCache.GetInstance((IOrganizationContext)
context).Privileges[(object) rolePrivilege.Privilegeld];

throw new CrmSecurityException(string.Format((IFormatProvider) Culturelnfo.InvariantCulture,
"RoleService::VerifyCallerPrivileges failed. User: {0}, PrivilegeName: {1}, Privilegeld: {2}, Depth: {3},
BusinessUnitld: {4}", (object) userld, privilege != null ? (object) privilege.Name : (object) "Privilege not
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found in cache", (object) rolePrivilege.Privilegeld, (object) rolePrivilege.Depth, (object)
rolePrivilege.BusinessUnitld), -2147220960);

}
How to resolve the specific error: Can't add members to the default business unit team?

The error is of type CrmException and type "SystemFailure":

ErrorCodes.ErrorMessages.Add((object) - 2147187957, (object) "Can't add members to the default busine
ss unit team");
ErrorCodes.ErrorTypes.Add((object) - 2147187957, (object) ErrorCodes.ErrorType.SystemFailure);

= Step 1: Extract the method associated with the error on transaction from the "CRM Trace": "Chec
kPrivilegesAndAccess". Retrieving should allow us to determine the service generates the error,
in this case "TeamServicelnternal”.

= Step 2: Extract the SQL execution query into the SQL Profiler (views, stored procedures if applic
able):

The stored procedure "p_... " is the stored procedure that searches for the privileges associated w
iththe  user that is logged in.
The filtered views "..." and "..." are not negligible.

= Step 3: Extract the "CheckPrivilegesAndAccess" method from the CRM SDK .NET library (Micro
soft.Crm.ObjectModel). This method validates the privileges of the transaction user for each privil
ege associated with the "Team" associated with the transaction.

private bool CheckPrivilegesAndAccess(Guid teamld, int errorCode, bool allowDefaultBuTeam,
ExecutionContext context)
{
bool flag = this.AllowDefaultBuTeamMembership(allowDefaultBuTeam, context);
if (this.Provisioning &&
Icontext.Caller.Equals(SecurityLibrary.GetOrganizationSystemUser(context.Organizationid,
(I0OrganizationContext) context)))
{
if (Iflag && this.IsDefaultTeam(teamld, context))
throw new CrmException(errorCode, new object[0]);
this.CheckPrivilegeAndAccess(teamld, PrivilegeType.Write, AccessRights.WriteAccess, context);
this.ValidateCallerPrivileges(teamld, context);
this.ValidateCallerAttributePrivileges(teamld, context);

}

return flag;
}

private void CheckPrivilegeAndAccess(Guid teamld, PrivilegeType privType, AccessRights accessrights,
ExecutionContext context)
{

EntityMetadata entity = MetadataCache.GetInstance((IOrganizationContext)
context).GetEntity(this.PlatformName);

SecurityLibrary.CheckPrivilege(context.Caller, entity.GetPrivilege(privType).ld, context);

BusinessManagementUTtility.CheckAccess(new BusinessEntityMoniker(teamld, this.PlatformName,
(IOrganizationContext) context), accessrights, context);

}
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CONCLUSION: GENERIC AND SPECIFIC CRM ERROR
"Troubleshooter" a CRM error during a data migration is mainly related to the D365 security model.

Even if an error is more generic, the error becomes with the use of tools such as "Jet Brains", "SQL Profiler"
a specific error that will allow to target the solution to be implemented in our migration code.

Finally, successful data migration requires a correction of data related to the CRM security model: System
User, Team, Business Unit, Role, and Privilege.

The extension of service contracts related to CRM entities: "EntityServicelnternal<T>".

Regardless of whether an error is generic or specific and regardless of which entity the exception generat
ed by the CRM platform is concerned, the dynamic library (DLL) "Microsoft.Crm.ObjectModel" plays a k
ey role in the "troubleshooting" process.

The .NET library in question contains an extension for each native entity to the system (System User,
Business Unit, Annotation...) for all service contracts executed by the platform and thus initiated by user
action via the client interface (CreateRequest, UpdateRequest, SetStateRequest...).The execution of each
extension contains validation actions that, in the case of failure, generate the "CRM Exception" type
exception making the error a general or specific error (as emphasizing a specific exception).

For example, the System User entity has its own extension: "SystemUserServicelnternal<T>". This
extension is called by all functionalities accessible through the CRM interface ("create”, "disable", "enable",
etc.).

In terms of development (C#), the "SystemUserServicelnternal" class contains 23 public methods that are
accessible by other .NET libraries: some perform "CRUD" actions (create, read, update and delete), others
perform "validation" actions (i.e. "IsSystemAdministrator”, "WhoAml") and others perform "synchronization"
actions (i.e. "SynchronizeMailboxEntity").

File View Navigate Inspect Tools Windows Help

GO sas
Assembly Explrer B WM SystemUserServicelnternal.cs X
PHNESmeF A LD us?ng System.Reflection;
using System.Text;
1 using System.Threading.Tasks;

b %5 SystemUserProfilesSenvice

) ) namespace Microsoft.Crm.Objecttodel
b % SystemUserProfilesSenicelnternal < T>

b # SystemUserRolesService public class SystemlserServiceInternal<T> : NoAppendCheckEntity<T>, IUserManagement
b % SystemUserRolesSenvicelnternal <T> where T : IProvisionCheck, new()
b * SystemUserSenice R . . ) ) o
privste Lazy<IMainDirectoryDataProviderFactory> _directoryProviderFactory = new Lazy<IMainDirectoryDat

b % SystemUserServicelnternal<T> =
b & SystemUserSenviceUpnHandler<T> InterfaceService.SetTfEmpty<IMainDirectoryDataProviderFactory>((Func<Md>) (() => MainDirectoryDataPr
b # SystemUserSyncMappingProfilesSence return (IMainDirectoryDataProviderFactory) InterfaceService.Get<IMainDirectoryDataProviderFactory>(]
b #3 SystemUserSyncMappingProfilesSe rvicelntermal < T Iy

% SystemUserSyncMappingProfilesSericelntema D e boot eymetniinteds
b 3 TabCorverter private string[] _delegatedAdminEditableAttributes = new string[1]
b ¥z Table = {
b £ TableLayoutTransformStep "mobileofflineprofileid”
b 3 TabNod eXmiDiffCal culator i
1> 4 T T public SystemUserserviceInternal()
b *3 TargetAttributeValidationPlugin : base("SystemUser")
b & TargetStretchType E )
b &3 TaskBased FlowAttribute /1 ISSUE: method pointer

this.add_PostCreate(new BusinessProcessObject.PostCreateEventHandler((object) this, _ methodptr(Cre:

b 2 TaskBasedFowCodeGeneratarFactary // ISSUE: method pointer

b &z TaskBasedFlowCodeGeneratorVisitor this.add_PostUpdate(new BusinessProcessObject.PostUpdateEventHandler((object) this, _ methodptr(Sync

b *3 TaskBased FlowConverter // ISSUE: method pointer

5 (T T et T T o this.add_PostUpdate(new BusinessProcessObject.PostUpdateEventHandler((object) this, _ methodptr(Upd:
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The extension of the service contracts of the CRM "EntityServicelnternal<T>" generates various types of
exceptions: "CRM Exception", "DataServiceRequestException”, "Exception" to generate specific
exceptions ("CrmArgumentException”, "CrmArgumentNullException”...).

Typically, the error or exception generated by the CRM platform contains an error code that can be traced
into the "ErrorCodes" class that can be retrieved from the .NET (DLL) "Microsoft.Crm" library.
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References

[1]1 CRM Error or Exception of type “Microsoft.Xrm.Sdk.OrganizationServiceFault”

[2] CRM Error or Exception of type “Microsoft.Xrm.Sdk.OrganizationServiceFault”

[3] CRM Error or Exception of type “Microsoft.Xrm.Sdk.OrganizationServiceFault”

[4] Dynamics CRM service provides way to trace the details and display it whenever plug-in fails and throws
an exception. Log file is created with technical details. See references [1] to [3] at the page 8 and 9.

Legal Note

This document may be circulated without prior written consent. The information is not intended as an offer
or solicitation. You may quote or use the white paper or part of it for any type of document, research or
presentation, citation and referencing rules apply to this white paper. For more information, please do not
hesitate to contact the author.

Glossary

Jet Brains dotPeek: Free .NET Decompiler and Assembly Browser tool
(https://www.jetbrains.com/decompiler/)

OrganizationService : “A wrapper class around the IOrganizationService that manages the details of
setting up an OrganizationServiceProxy or other arbitrary I0rganizationService objects. When paired with
an OrganizationServiceCache object, becomes a cached service.” (https://docs.microsoft.com/en-
us/previous-versions/dynamicscrm-2015/developers-guide/gg670587(v=crm.7))

StackTrace : “a stack trace is a representation of a call stack at a certain point in time, with each element
representing a method invocation. The stack trace contains all invocations from the start of a thread until
the point it's generated. This is wusually a position at which an exception takes place.”
(https://stackify.com/java-stack-trace/)

Troubleshooting : “Troubleshooting is a process that helps people identify issues or problems occurring
in a system.” (https://stackify.com/troubleshooting-vs-debugging-whats-the-difference-best-practices/)

About Us and philosophy

Thierry Sinassamy - | strongly advocate a methodology of troubleshooting an issue. The approach could be
the key to a resolution of a specific problem.

Contacts

DataObjectException Inc.

Thierry Sinassamy

1-514-883-6068
thierry.sinassamy@dataobjectexception.com
https://www.yuzuai.ca
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